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	Course Description Approximately 100 words: Computers, computer systems and networks are the basis of all automated information processing systems that store and process information, provide it to consumers, thereby implementing modern information technologies. With the rapid development and complexity of the means and methods of information technology, society’s dependence on the degree of security of the information used in them increases.

In this course will be given theoretical and practical knowledge and skills about field, which course include problems of Cybersecurity and information security, the current situation in the field of Cybersecurity, the main types and sources of attacks on information, cybersecurity of computer systems, methods and models of Cybersecurity, computer viruses and anti-virus tools and other main aspects of field. This course covered 12 lectures, 3 credit hours, which is intended to bachelor’s and master’s degree students.
	Course Goals and Objectives Approximately 100 words: Main goals and objectives of course of Cybersecurity is professional activities of bachelor in science, technology and problems of ensuring cyber security, protection of information systems in various threat scenarios. A graduate will be able to following:

identifying the nature of the problems arising in professional activities, using the general laws of science and applying the mathematical apparatus in the field of information professional problems;

understanding the essence and meaning of information in modern society, in the application of information technology, in the search for targeted information in various sources and in global computer systems;

the use of legal advice in the professional field;

management of an auxiliary set of measures to ensure information security, consideration of legal justification, administrative and technological implementation and economic efficiency, the identification of possible threats;

participation in preliminary analyzes of technical and economic feasibility to ensure cybersecurity;

drafting of technical specifications taking into account current regulations on information security;

programming solutions for general information security and application algorithms for system, application and special types of software;

analysis of phenomena and processes in the study and design decisions;

analysis of information security of objects and systems using national and foreign standards;

experiments using the established data processing procedure, event evaluation and error determination;

searching, referencing and summarizing the scientific and technical literature and recommendations on the problem of cyber security;

developing technologies to improve the information security management system;

formation and development of a set of measures (rules, procedures, practical recommendations) for information security management.
	Textbook Title Author Publisher Year of Publication etc: 1."Information security in computer systems and networks" higher education for all economic specialties. Rasulev, D.M., Masharipov, A.K., Zakirova, T.A., Musayeva, M.A. T .: 2016, 188 pages.

2.Carsen, D. (2017, July 31). High School Students Track Real Cybercriminals at UAB. Retrieved from  https://news.wbhm.org/feature/2017/high-school-students-track-real-cybercriminals-uab/

3. Galatenko V.A. Basics of information security. M .: INTUIT RU Internet-University of Information Technologies, 2003. - 280s.


	Reference: 1.A Cybersecurity Agenda for the 45th President. (2017, January 5). Retrieved from https://www.csis.org/news/cybersecurity-agenda-45th-president

2. An Examination of the Cybersecurity Labor Market. (n.d.). Retrieved from http://www.rand.org/content/dam/rand/pubs/research_reports/RR400/RR430/RAND_RR430.pdf

3.Costanzo, J. (2017). Hampton Roads Cybersecurity Education, Workforce, and Economic Development Alliance (HRCyber) Mid-Project Report “Bridging the cybersecurity talent gap in Hampton Roads” [PDF]. Retrieved from http://securitybehavior.com/hrcyber/doc/HRCyber%20Mid-Project%20Report.pdf

4. Galatenko V.A. Basics of information security. M .: INTUIT RU Internet-University of Information Technologies, 2003. - 280s.

5. Domashev A.V., Gruntovich M.M. and others. Programming of information security algorithms. Training benefit. / 2nd ed., isp. and add. - M .: Publisher Molgacheva S.V. Publishing house "Nolig", 2002. - 416s.

6. Michael A. Banks. Information security PC. - SPB .: Corona - Print, 2001. - 272 p.

7. Khoroshko V.A. Chekatkov A.A. Methods and means of information protection. - K.: Publisher Junior, 2003. - 504 p.
	Course Requirements and Grades: Assessment Methods and Weightings:

1. Coursework- 40%

2. Midterm - 30%

3. Exam - 30%
	Week 11: Protection of information on the Internet
	Week 12: Methodical development for the introduction of advanced educational technologies in Cybersecurity
	Week 13: 
	Week 14: 
	Week 1: Introduction. General information about software reliability
	Week 2: Ensuring the reliability of the PS user
	Week 3: Ensuring the reliability of the PS at the system level
	Week 4: Cybersecurity and information security technological aspect
	Week 5: The current situation in the field of Cybersecurity. The main types and sources of attacks on information 
	Week 6: Cybersecurity of computer systems
	Week 7: The basic principles of the formation of an information protection system (GIS)
	Week 8: Methods and models of Cybersecurity in modern information society
	Week 9: Computer viruses and anti-virus tools
	Week 10: Software Protection in Cybersecurity


